
 
 

SSesión 3 
 

 
 

TECNOLOGIA EN  

LOS MERCADOS DE VALORES 

 
 

 
 



 

 

FINTECH  Y  

LA EXPERIENCIA DE SUPERVISAR  

LAS NORMAS DE CONDUCTA 
  

 
 
Jean-Paul Servais 
Presidente de la FSMA de Bélgica, 
Vicepresidente del Consejo de IOSCO y  
Presidente del Comité de Protección del Inversor e 
Intermediarios de ESMA 
 
 



 
FinTech and  

conduct rule supervisor experience 
CNMV – International seminar on the latest developments 

on the new securities markets regulations 

September 20, 2016 

Jean-Paul Servais 
Chairman FSMA 

Vice-Chairman IOSCO 
Chair of ESMA’s Financial Innovation Standing Committee 



1. FinTech? 
2. Challenge for the sector 
3. Challenge for the supervisor 
4. Approach 
5. Some examples  
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Outline 



IOSCO 
“A traditional interpretation may posit fintech as referencing 
technology used by incumbent financial institutions to make 
financial systems more efficient and user friendly (…). More 
recently the term fintech has come to represent a whole new 
industry, one that transcends banking to touch all areas of 
securities markets. This evolution is being driven by the 
increasing reliance of market participants on online 
networks, and the introduction of a whole new class of 
technologies” 

 
1. FinTech? (I) 
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There is no such thing as a FinTech 
Examples include: 
• Alternative platforms (crowdfunding) 

• Digital Ledger Technology / Blockchain 

• High frequency trading 

• Robo-advice 

• Use of Big Data in Banking and Insurance / Internet of Things 

• RegTech 

• CyberTech 

• Payments 

 
1. FinTech? (II) 

119 



• The three scenarios 
 

 

 
 

2. Challenge for the sector 
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Source: Technological Innovation and the Dutch Financial sector, DNB, 2016  



• What are we talking about? 
- Many ideas… 

- … several of them still need to materialize  

• Issues can be different 
- Innovation to improve regulated services? 

- Innovation to create new services?    

- Innovation to challenge regulated entities? 

• Who are we talking to? 

• Keep in mind 

 
 

3. Challenge for the supervisors (I) 
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• What are we talking about? 
- Crucial to understand the service at stake in order to be able to 

qualify it: is it a regulated service or not? 
identify potential risks linked to either the service as such or the way it is 
provided   

• Issues can be different 
- If innovation helps to improve a regulated service, apply current 

legislation 
- How to approach innovation that creates new services?  

see the crowdfunding example: ad hoc approach seems needed to avoid 
hampering the development of such innovation 

 
 

3. Challenge for the supervisors (II) 
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• Who are we talking to? 
- Dealing with regulated firms is not the same than dealing with 

FinTech start-ups 
- Intensify contacts 

• Keep in mind 
- EU directives and regulations 

MiFID conduct of business requirements are « technology neutral » 
However, it seems important to verify if those requirements adequately 
take into account all the aspects of innovation or if some specific 
additional requirements might be needed (for example, should specific 
requirements exist regarding the algorithms used when providing robo 
advice?)  

- Different Members States, different situations 

 
 

3. Challenge for the supervisors (III) 
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• Belgium’s experience 
- FSMA’s FinTech portal  

• FinTech is on the agenda at European (ESAs, Joint 
Committee, ECB) and International (IOSCO, BIS, FSB) 
levels 
- FinTech is a clear trend and doesn’t know frontiers 
- Important to assess together and learn by exchanging 

• ESMA’s Financial Innovation Standing Committee 
- Core task: monitoring and pre-assessment of innovation 
- Permanent topic in FISC agenda 
- Inform ESMA BoS members of potential implications of innovation 

for supervision 
• Balance between consumer protection and FinTech 

development 
- Crowdfunding: pragmatic and reactive 

 
4. Approach 
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5. Robo advice (I) 
• FinTech firms are designing automated tools to meet different customer 

needs: financial planning, product information, fund management, …  

• Automated advice tools can be used to provide advice on a fully 
automated basis or as a tool for a human advisor to use 

• Currently small share of customer assets advised/managed by 
automated tools but strong growth 

• Significant interest and investment from large established firms 
suggests large market growth ahead 

 

 

 
 
 

Recent work 
• Joint Committee Discussion Paper on automation in financial advice 

published in Dec 2015 by the three ESAs 
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5. Robo advice (II) 
Possible risks 
• May be harder to assess 

customer understanding without 
a human to guide through the 
process 

• Algorithms may miss relevant 
information 

• Impact of errors (speed of 
propagation and number of 
clients impacted) 

• Increasing exposure to IT/ 
cyber security risks 

 

 

 
 

 

Possible benefits 
• New choices: 
o Possibility to meet different customer 

needs (e.g. 24/7 access to advice) 
o May increase access to advice, as well 

as to a wider range of advisers, 
including facilitating cross-border 
business 

• Lower charges: 
o Lower costs, new entrants, new 

business models, greater access to 
some more standardised products 

o Hence more financial inclusion 

Example of possible challenge for supervisors 
• Ensuring consumers understand and are aware of the decisions they are 

taking 
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5. Distributed Ledger Technology (I) 
• Distributed ledger: sequential ‘blocks’ of transaction records, automatically 

verified and stored across a network  

• Initial focus on virtual currencies 
- Bitcoin in particular has significant secondary market 

• Increasing focus on DLT for market and banking infrastructures 
- Scope to change how data is recorded, shared and agreed across capital and 

securities markets 

- Could make clearing and settlement quicker and more streamlined 

- Firms will need to move to common standards 

Recent ESMA work 
• Active area of work for ESMA. Call for evidence published in April 2015; 

Discussion Paper launched on 2 June 2016 
• Dedicated TF set up by FISC 
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5. Distributed Ledger Technology (II) 
Risks 
• Trust may be hard to achieve given 

conceptual complexity  
- Except in one recent case (Ether), 

DLT has not been hacked 
• Fraud or errors 
• Scalability not yet proven 
• Privacy and governance issues 
• Regulatory and legal issues (for 

example: legality and enforceability 
of the records?) 

Benefits 
• Speed (instantaneous?) 
• Lower costs 

– Reduced need for third parties 
– Less administration 

• Transparency 
• Security 

Example of possible challenges for supervisors 
• Building sufficient technical expertise within authorities to assess and 

scrutinise developments 
• Coordinating diverse approaches across firms and countries 



• Regulatory and supervisory responses to FinTech should take account of 
its features and drivers 
- S-shaped adoption pattern and fluidity of innovation suggest it is optimal to take time to 

conduct in-depth observation and analysis 

- Regulatory dialectic shows that effective regulation of FinTech will require a thorough 

understanding of its drivers 

- Regulatory dialectic also shows need to understand limits of rulemaking 

• Specific expertise will be needed for regulators to have effective 
oversight of FinTech 

• Don’t forget to keep consumer at the center 
- One of the potential benefits of FinTech is financial inclusion 

- Not all consumers are « millennials » 

- Are consumers well equipped to make decisions in a digitalized instantaneous world? 

- Financial education is key 
 

 
Conclusions  
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Session 3: 
SECURITY MARKETS TECHNOLOGIES 

CYBERSECURITY 



PHRASES TO CONSIDER 
 
“Now this is not the end. It is not even 
the beginning of the end. But it is, 
perhaps, the end of the beginning.” 
Winston Churchill,1942 
 
"Everything flows, nothing stays still“ 
"change is the only constant“ 
Heraclitus  of Ephesus (550-475 BC) 



TRUST IN AN HYPERCONNECTED WORLD 
“Ultimately, in a highly interconnected and 
interdependent financial ecosystem, cyber 
attacks may have systemic implications for the 
entire financial system, and also affect over time 
the trust on which financial markets are built. For 
these and other reasons, regulators, market 
participants, and other stakeholders must work 
together to enhance cyber security in securities 
markets “ 
 Cyber Security in Securities Markets – An 
International Perspective  
Report on IOSCO’s cyber risk coordination 
efforts  



A NEW OPEN AND CHANGING WORLD 



THE SOCIETY´S DIGITAL TRANSFORMATION 



THE SOCIETY´S DIGITAL TRANSFORMATION 
 



WEF APPROACH 



WEF 2016 



WEF 2016 



TECHNOLOGIES TRENDS APPLIED IN BANKS 



FINTECH THE DIGITAL REVOLUTION  



FINTECH IS A COMPLEX SYSTEM 



BLOCKCHAIN AND CYBERSECURITY 

By removing the need for a 
middleman, blockchain 
also enhances security. The more 
parties involved in a transaction, 
the greater the risk that one could 
be compromised. But in a 
blockchain network, transactions 
happen directly between parties, 
so there’s less chance of failure at 
one of the handoff points. 



MARKETS TRENDS IN 2016 BY IBM 



CYBERSECURITY TRENDS  



CYBERSECURITY TRENDS  



CYBERSECURITY INVESTMENT 



CYBER RESILIENCE FOR FINANCIAL MARKET 
INFRASTRUCTURES (IOSCO) 



GLOBAL ECONOMIC CYBERWARFARE 



WHY ATTACK ONE CRITICAL INFRASTRUCTURE?

National Security 
– Reduce the ability to protect its interests 

Public Psyche 
– Erode confidence in critical services and the 

government  

Economic impact 
– Damage economic systems 

Enhancement of Physical Attacks 
– Physical damage/distraction efforts 

Asymmetric Warfare 
– Lack of attribution, low cost/high potential 

impact 

 



Is a criminal act perpetrated by the use of computers and telecommunications capabilities, resulting in violence, destruction and/or disruption of services to create fear by causing confusion and uncertainty within a 
given population, with the goal of influencing a government or population to conform to a particular political, social, or ideological agenda. 

– Cyber intelligence and forensics to counter terrorism and cybercrime 

– Threat identification and impact evaluation systems 

– Cyber resilience for critical infrastructure 

CYBERTERRORISM 



CYBERTERRORISM 
 
Cyberspace potential means through 
which terrorists could cause chaos 
Affect psyche of communities 
Underlying political, social, religious 
reasoning for violent and extremist 
behaviour 
Summary of political, religious, legal, 
economic, social and technical issues 
to combat 
Include countermeasures likel laws, 
fusion centres, education, treaties, 
network monitoring and CSIRTs 
 

 

Insurgent groups and terrorists

Religious
Ethno-

nationalist
separists

Revolutionary

New Age

Far-right
extremists
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Government State Public
Critical

infrastructure



CRIME AS A SERVICE MARKETPLACE 



DEEP WEB  



DARK WEB  



CYBER EXCELENCE IS A GOAL 



EU Cybersecurity Strategy: 
An Open, Safe and Secure Cyberspace 

Digital Agenda for Europe 
 

1. Cyber resilience 
- NIS Directive (capabilities, 
cooperation, risk management, 
incident reporting) 
- Raising awareness 

Justice and 
Home Affairs 

 
2. Reduce 

cybercrime 

EU Foreign and 
Security Policy 

 
3. Cyber defence 

policy and 
capabilities 

5. International 
cyberspace 
policy 

4. Industrial and technological resources: NIS platform; H2020 

• Fundamental rights apply both in physical and digital world 
• Cybersecurity depends on and contributes to protecting fundamental rights 
• Access for all 
• Democratic and efficient multi-stakeholder governance 
• Cybersecurity is a shared responsibility 

CYBERSECURITY IS A SHARED RESPONSIBILITYRESPONSIBILITY 
 



CYBERATTACKS READINESS: FROM FEAR TO CONFIDENCE 
 

Cyber security is not a department, but an 
attitude Cyber security is often seen as 
the responsibility of a department of 
specialist professionals. This mindset may 
result in a false sense of security and lead 
to the wider organization not taking 
responsibility. The real challenge is to 
make cyber security a mainstream 
approach 



CYBERATTACKS READINESS: FROM FEAR TO CONFIDENCE 
 



GLOBAL IMPACT CYBERSECURITY THREATS 



CYBERSECURITY AND CYBERRISK (DELOITTE) 



CYBER THREAT LANDSCAPE ( DELOITTE) 



MOTIVATIONS BEHIND ATTACKS 



UNDERSTANDING THE THREAT  
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Data exfiltration & Espionage Nation state /  
Espionage 

 Data exfiltration Application layer volumetric attacks 

Volumetric network attacks 

Online banking fraud 

Website defacement 

Corporate staff information and PC compromise 

Defence maturity 
Impacts 
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1 Operational disruption 

2 Loss of data 

3 Lower confidence in accuracy 
of information 

4 Loss of IP 

5 Market sensitive  data 

6 Disclosure of customer data 

7 Web services unavailable 

8 Financial loss 

9 Brand impact 
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BIS 10 Steps 

FPC in scope 
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CYBERTHREATS SEEK ABSOLUTE CONTROL 



7 STEPS TO IMPROVE CYBERSECURITY OPERATIONS 
 



CYBER ECOSYSTEM- THE AWARENESS NEED 



IMPLEMENTING A CYBER CORPORATE STRATEGY 



CYBERINTELLINGE AND COMPLEX NETWORKS 



CYBERINTELLIGENCE 



CHIEF SECURITY OFFICER SKILLS: NEW ROLE 



THE IMPORTANCE TO ADOPT PREVENTION MEASURES 

The evolving nature of cyber threats increases the need for sound 
management practices and a strong, professional risk culture in financial 
institutions which can react to new threats and deliver appropriate levels 
of employee awareness about new risks. Moreover, supervisors, 
institutions and policymakers alike should cooperate to seek further 
remedies to address cyber and IT risks. They should also consider the 
use of market-wide exercises involving the industry and public authorities 
to improve coordination in the face of large-scale cyber-attack. Given the 
profits that organised criminals can obtain by means of fraud, industrial 
espionage or sabotage, this trend will in all likelihood continue to gather 
pace.  
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