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1. FinTech? (I)

IOSCO

“A traditional interpretation may posit fintech as referencing
technology used by incumbent financial institutions to make
financial systems more efficient and user friendly (...). More
recently the term fintech has come to represent a whole new
Industry, one that transcends banking to touch all areas of
securities markets. This evolution is being driven by the

Increasing reliance of market participants on online
networks, and the introduction of a whole new class of
technologies”




1. FinTech? (ll)

There is no such thing as a FinTech

Examples include:

Alternative platforms (crowdfunding)

Digital Ledger Technology / Blockchain

High frequency trading

Robo-advice

Use of Big Data in Banking and Insurance / Internet of Things
RegTech

CyberTech

Payments




2. Challenge for the sector

* The three scenarios

1 Adoption by established 2 Market fragmentation 3 Absorption by

Scenarios financial institutions as a result of FinTech BigTech

The established finandial institutions Technological innovations are adopted  Technology giants such as Google or

adopt technological innovation and primarily by FinTech companies, who Apple ('BigTech’) adopt innovations
Summary  introduce these to the market in a use them to effectively compete effectively and integrate these across

nigh pace. These institutions can be with established financial institutions the value chain. In doing so, these

domestically (12) or foreign (1b) based. across the value chain. This leads to firms crowd out established financial

a fragmentation of the market for institutions.

financial senvices.

Source: Technological Innovation and the Dutch Financial sector, DNB, 2016




3. Challenge for the supervisors (l)

What are we talking about?

- Many ideas...

- ... several of them still need to materialize

Issues can be different
- Innovation to improve regulated services?
- Innovation to create new services?

- Innovation to challenge regulated entities?

Who are we talking to?

Keep in mind
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3. Challenge for the supervisors (ll)

- What are we talking about?
- Crucial to understand the service at stake in order to be able to
= qualify it: is it a regulated service or not?
» identify potential risks linked to either the service as such or the way it is
provided
* Issues can be different
- If innovation helps to improve a regulated service, apply current
legislation
- How to approach innovation that creates new services?
= see the crowdfunding example: ad hoc approach seems needed to avoid
hampering the development of such innovation




3. Challenge for the supervisors (lll)

- Who are we talking to?
- Dealing with regulated firms is not the same than dealing with
FinTech start-ups
- Intensify contacts
* Keep in mind
- EU directives and regulations
» MiFID conduct of business requirements are « technology neutral »
= However, it seems important to verify if those requirements adequately
take into account all the aspects of innovation or if some specific
additional requirements might be needed (for example, should specific
requirements exist regarding the algorithms used when providing robo
advice?)
- Different Members States, different situations
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4. Approach

Belgium’s experience

- FSMA’s FinTech portal

FinTech is on the agenda at European (ESAs, Joint

Committee, ECB) and International (I0SCO, BIS, FSB)

levels

- FinTech is a clear trend and doesn’t know frontiers

- Important to assess together and learn by exchanging

ESMA'’s Financial Innovation Standing Committee

- Core task: monitoring and pre-assessment of innovation

- Permanent topic in FISC agenda

- Inform ESMA BoS members of potential implications of innovation
for supervision

Balance between consumer protection and FinTech

development
- Crowdfunding: pragmatic and reactive




5. Robo advice (l)

FinTech firms are designing automated tools to meet different customer
needs: financial planning, product information, fund management, ...

Automated advice tools can be used to provide advice on a fully
automated basis or as a tool for a human advisor to use

Currently small share of customer assets advised/managed by
automated tools but strong growth

Significant interest and investment from large established firms
suggests large market growth ahead

Recent work

« Joint Committee Discussion Paper on automation in financial advice
published in Dec 2015 by the three ESAs




5. Robo advice (ll)

Possible risks

- May be harder

* Increasing exposure to

to assess
customer understanding without
a human to guide through the
process

* Algorithms may miss relevant

information

 Impact of errors (speed of

propagation and number of
clients impacted)

I'T/
cyber security risks

Possible benefits

©)

New choices:

Possibility to meet different customer
needs (e.g. 24/7 access to advice)

May increase access to advice, as well
as to a wider range of advisers,

including  facilitating  cross-border
business

Lower charges:

Lower costs, new entrants, new

business models, greater access to
some more standardised products

Hence more financial inclusion

Example of possible challenge for supervisors

Ensuring consumers understand and are aware of the decisions they are

taking

/




5. Distributed Ledger Technology (l)

- Distributed ledger: sequential ‘blocks’ of transaction records, automatically
verified and stored across a network

» |nitial focus on virtual currencies

- Bitcoin in particular has significant secondary market

* Increasing focus on DLT for market and banking infrastructures

- Scope to change how data is recorded, shared and agreed across capital and
securities markets

- Could make clearing and settlement quicker and more streamlined

- Firms will need to move to common standards

Recent ESMA work

« Active area of work for ESMA. Call for evidence published in April 2015;
Discussion Paper launched on 2 June 2016
« Dedicated TF set up by FISC

FSMA

/




5. Distributed Ledger Technology (ll)

Risks
«  Trust may be hard to achieve given
/ . J « Speed (instantaneous?)
conceptual complexity

:  Lower costs
- Except in one recent case (Ether), _ _
DLT has not been hacked — Reduced need for third parties

— Less administration
« Transparency

Benefits

* Fraud or errors

«  Scalability not yet proven

«  Privacy and governance issues * Security

- Regulatory and legal issues (for
example: legality and enforceability
of the records?)

Example of possible challenges for supervisors

« Building sufficient technical expertise within authorities to assess and
scrutinise developments

« Coordinating diverse approaches across firms and countries

/




Conclusions

* Regulatory and supervisory responses to FinTech should take account of
its features and drivers
- S-shaped adoption pattern and fluidity of innovation suggest it is optimal to take time to
conduct in-depth observation and analysis
- Regulatory dialectic shows that effective regulation of FinTech will require a thorough
understanding of its drivers
- Regulatory dialectic also shows need to understand limits of rulemaking
- Specific expertise will be needed for regulators to have effective
oversight of FinTech
- Don't forget to keep consumer at the center
- One of the potential benefits of FinTech is financial inclusion
- Not all consumers are « millennials »
- Are consumers well equipped to make decisions in a digitalized instantaneous world?

- Financial education is key

/
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PHRASES TO CONSIDER

“Now this is not the end. It is not even
the beginning of the end. But it is,
perhaps, the end of the beginning.”

Winston Churchill,1942

"Everything flows, nothing stays still”*
"change is the only constant®
Heraclitus of Ephesus (550-475 BC)
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TRUST IN AN HYPERCONNECTED WORLD

“Ultimately, in a highly interconnected and
interdependent financial ecosystem, cyber
attacks may have systemic implications for the
entire financial system, and also affect over time
the trust on which financial markets are built. For
these and other reasons, regulators, market
participants, and other stakeholders must work
together to enhance cyber security in securities
markets “

Cyber Security in Securities Markets — An
International Perspective

Report on IOSCO’s cyber risk coordination
efforts
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A NEW OPEN AND CHANGING WORLD

Open Borders Open Communications

Open Borders Open Skies Open Networks

Open Business

Open Carry

Open Communications
Open Culture

Open Government
Open Hardware

Open Intelligence Open Culture
Open Library Open Space
Open Money
Open Networks
Open Schools
Open Search
Open Skies
Open Society
Open Software Open Money
Open Space Open Search

Open Spectrum Open Business Open Library
Open Hardware Open Schools

Open
Spectrum

Open Government
Open Carry

Open Society

Open Source
Software

Open Source
Intelligence

6pen Everything
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THE SOCIETY'S DIGITAL TRANSFORMATION

EXHIBIT 3 | Areas of Investment to Support Digital Transformation

PEOPLE AND CAPABILITIES

Past Future
» Multitasking “fire « Specialist teams with
fighters” new skill sets
« Strong focus on « Shift to analysis and
operational tasks coordination
SYSTEMS AND TOOLS PROCESSES
Past Future Past Future
» Monolithic systems = Agile components * Repetitive » Automation of
with fixed « Real-time operational tasks transactional tasks
functionality end-to-end data for « Operational focus
» Outdated and a holistic view on handling
hard-to-access data exceptions
STRUCTURES
Past Future
« Functional silos = Agile organization structures
« Supply-driven with cross-functional centers
supply chain of excellence

+ Demand-driven supply chain

Source: BCG analysis.
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THE SOCIETY'S DIGITAL TRANSFORMATION

Digital Transformation Drivers

CUSTOMER EXPERIENCE

OPERATIONAL
PROCESSES

= ol

BUSINESS MODELS

NETWORKS

- Infrastructures
+ Data Center

- Virtualization

- Backup

- Storage

- Monitoring

- Hardware

- Security
Support

- Hosting

+ (onverged System

L4

4
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DIGITAL
CONNECTIVITY: B 1= ANSFORMATION

MM + Legacy Modernization

- Digital Marketing

-NKC - Digital Manufacturing

< Industry 4.0

-Fith + (ollaboration

Technologies (Workilow)
- SED & SEM
- g-commesce
- Socal Media
- Digital Strategy

International
Business School

BUSINESS
ACCELERATORS

« IT Management
« Open Plattforms
- APls

- (RM & Customer
- Relatioashi

Experience

-ERPs
-3 Printing

a» o

Reduce costs

20%

Expenditure In Europe on cloud
services is expacted Lo reach in 2020
EUR 596 olllion.

*i * JOB POSITIONS

215.000

e-leaders

needec in Europe by 2020, and 70%
of these will be for SMEs

ﬁ BIG DATA

Growing

40% per year

If used intaligently, Big Data & Analytics
could save EUR 425 Billien a year te our
top eurcpean companies

7> INTERNET OF THINGS

25 Billion

Connected things

In 2020, 25 Billior Connectad "Things"
will be in use, The Internet of Things
{(1oT} has become a powerful force for
business transtormation.

eeee
R SOCIAL

5 billion

social networks users by 202(

Social becomes key hub for shaping
customer experience.

E CYBERSECURITY:
Will become a

top 3 business

Cybkersecurity concarn for 70% of
global enterprise CEOs,

- MOBILE:

Will grow from

1Mto2,7 Min20
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WEF APPROACH

WORL

v

ECONOMIC
FORUM
COMMITTED TO

TMPROVING THE STATE
OF THE WORLD

The Future of Financial Services
How disruptive innovations are reshaping the way financial
services are structured, provisioned and consumed

An Industry Project of the Financial Services Community | Prepared in collaboration with Deloitte

Final Report « June 2015
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WORLD
ECONOMIC
FORUM

N

Initiatives ~ Reports  Events  About TopLinklogin X Espaiol Q

Global Agenda = Cyber Security = Fragility, Violence and Conflict

Who are the cyberwar superpowers?

. v
WORLD
E CF%';?J{I‘A Ic Initiatives ~ Reports  Events  About TopLink login 13 Espafiol Q

N~—

Bl Global Agenda = Cyber Security Risk and Resilience Technology

Eenes—————— \\/l\y should we care about cyber

L [ [ I3 [ s = [ I I | n Al

EREASBAAHBIN resilience? Because $445 billion is at
- grigg! "\ stake

[y DO
FIEL




WEF 2016

Cyber-attacks...

, "'th?é,global economy ansestimated
448 'illl%n and were ranked the

2016 Cost of Data Breach Study:
Global Analysis
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TECHNOLOGIES TRENDS APPLIED IN BANKS

L
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FINTECH THE DIGITAL REVOLUTION
Ressarcly

Fintech — The digital (r)evolution in the financial sector

Milestones in the internet age H

#5. wanches. eac )

Predictive analytics
Autonomous driving
<+— CD "

E-Commarce, . Semanticwed owe p ‘ - Holographic displays
(Tim Samers-tow)_ ' IM £ N Chresuts  Humanoid mtelligence
Py v I@-”(% = - e ‘ o/ . ] Med reality Smart city
e 4 4 o9 201 12020
- —'vJ % -— o = LS4

— s’
& E-Mail Web browser - A 30 peieg Sman banking / Algo banking
Mobile phone network oth Low Energy (BLE)
stry 4.0

= Personal computes
Intemet of things  smant car

technology Smart home

—— [2dUCtiOn in product life cycles & increase in innovation iNtensity e—————-

Graph: Oliver Ulimann. Deutsche Bank Research.
Source: Dapp, T. (2014). Firech - The digital (r)evolusion in the Snancal : Algorithm-based banking with the human touch. Deutsche Bank Research. Frankfurt am Main.
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FINTECH IS A COMPLEX SYSTEM
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BLOCKCHAIN AND CYBERSECURITY

1 itCOin.Com Wallets ~ GetBitcoin v Spend Bitcoin v Conference  Games  Forum  More ¥ )
By removing the need for a

middleman, blockchain

Blockchain is the Next Line of Defense for Cyber Security m also enhances secu rity. The more

By Jean-Pierre Buntinx - June 19,2016 ® 3642 w0

parties involved in a transaction,
Press Relasses the greater the risk that one could
mameeetismee- e compromised. But in a

s blockchain network, transactions
. happen directly between parties,
S so there’s less chance of failure at
o girg one of the handoff points.

August 29, 2016

Nimirum.org: On a Mission to End Online
ip with
August 12,2016
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MARKETS TRENDS IN 2016 BY IBM

-

“‘Big X’ consulting firms will offer
heir customers cyberintelligence-as-
a-service consulting options.”

Bob Stasio

“The market for behavioral
~analytics and threat detection
offerings will continue unabated.” ,,,

Bob Stasio

caLterti ettt EREET e T | SRR R R e AN

ibm.co/threatintelligence

“Large financial organizations will

continue divesting themselves
of managed security services to
- create their own fusion centers.” |

Bob Stasio

AERTET e A i EEREAA AR LRt AR h b bbbt b ihhbieetigantt

ibm.co/threatintelligence
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CYBERSECURITY TRENDS
215'C Cybersecurity Trends: 2015 - 2025

1 — Background: 21stC Security Landscape

4 — CSO: C-Suite Security Integration

“Integrated”

7 — CyberSecurity Ventures (Old and New)

2 — Cybersecurity: Players & Threats 3 — Cyber Market Structure, Size & Growth

5 — Scenario 2020: Internet of Things (loT) 6 — Scenario 2025: Al & Machine Learning

“Adaptive” “Intelligent”

8 — Mergers, Acquisitions & VC Funds 9 — YOUR Actions Plan for 21stC Cyber!....

*** 21%tC Cybersecurity Trends ***

CyberVision : 2015 - 2025 | 50 ool Paemiazaon © 33
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CYBERSECURITY TRENDS

Where we

Scenario 2040: Cyber Defense:
UK Ministry of Defence - MOD

sawoanQ) juablang

2010
Strategic Trends Programme

Global Strategic Trends - Out tozr—' -~

Semantic Web
OpeniD AJAX OWL
: Distributed Search

Semantic Databases
Search dgets

Office 20 Mashups

Weblogs SaaS  Social Media Sharing
Directory Portails Wikis Social Networking

3 Keyword Search Lightweight Collaboration
Desktop Websites

SOAP

Semantics of Informaton Connections
s
0
-
Qo
s
Q
o
5
o

File Systems

*** 21%C Cybersecurity Trends ***

CyberVision : 2015 - 2025 | 50005 oe: Daemvazacom © 80
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CYBERSECURITY INVESTMENT

Forbes

The Little Black Book of Billlonalre Secrets

MAR 9, 2016 @ 07:24 AM 3,151 VIEWS

Worldwide Cybersecurity Spending
Increasing To $170 Billion By 2020

Steve Morgan, conTRIBUTOR .
g : m Microsoft Cloud
| Write goout the business f;' -f.,"".‘v:""_’,r"f;u’»{'.
'\ FOLLOW ON FORBES (24

] ;;* -3
¥ in N\ M = s f ' e
Opinions expressed by Forbes Contributors are their own. )* ATy -

<

FULL BIO

The Wall Street Journal Venture Capital Dispatch is the
latest to cite research from Gartner, Inc. which reports the
world-wide cybersecurity market topped $75 billion in
2015.

“Interest in security technologies is increasingly driven by
elements of digital business, particularly cloud, mobile
computing and now also the Internet of Things, as well as

Ty the eanhicticatad and hichoimmnact natiire af advancad
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CYBER RESILIENCE FOR FINANCIAL MARKET
INFRASTRUCTURES (I0SCO)

Real-time collection

+ Sound cyber governance is key. Board and senior management attention
is critical to a successful cyber resilience strategy.

+ The ability to resume operations quickly and safely after a successful cyber
attack is paramount.

+ FMIs should make use of good-quality threat intelligence and rigorous
testing.

« FMIs should aim to instl a culture of cyber risk awareness and
demonstrate ongoing re-evaluation and improvement of their cyber
resilience at every level within the organisation.

+ Cyber resilience cannot be achieved by an FMI alone; it is a collective
endeavour of the whole “ecosystem’”.
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GLOBAL ECONOMIC CYBERWARFARE

SUBSCRIBE &

v -~
v 7 .
Teaqaant

SUBSCRIBE

Receive notifications of new posts
bv email.

[Email Address

Subscribe

Links

www.SecretWeapon.org

ReEceENT PosTs

The Law of Unintended
Consequences Strikes Again...
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WHY ATTACK ONE CRITICAL INFRASTRUCTURE?

National Security
— Reduce the ability to protect its interests

Public Psyche

— Erode confidence in critical services and the
government

Economic impact

— Damage economic systems

Enhancement of Physical Attacks

— Physical damage/distraction efforts

Asymmetric Warfare

— Lack of attribution, low cost/high potential
impact

Future
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CYBERTERRORISM

Is a criminal act perpetrated by the use of computers and telecommunications capabilities, resulting in violence, destruction and/or disruption of services to create fear by causing confusion and uncertainty within a
given population, with the goal of influencing a government or population to conform to a particular political, social, or ideological agenda.
- Cyber intelligence and forensics to counter terrorism and cybercrime

- Threat identification and impact evaluation systems

- Cyber resilience for critical infrastructure

P Future
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CYBERTERRORISM

Insurgent groups and terrorists

Cyberspace potential means through
which terrorists could cause chaos

Affect psyche of communities Rl Faright

. o . - extremists
Underlying political, social, religious oo naEuT:;}st
reasoning for violent and extremist : oo
behaviour New Age

Summary of political, religious, legal,
economic, social and technical issues
to combat

Include countermeasures likel laws, Target
fusion centres, education, treaties,
network monitoring and CSIRTs

Critical
infrastructure
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CRIME AS A SERVICE MARKETPLACE

€7200%

up Bonuses
_ PLAY NOW] € A

HOME  NEWS & ARTICLES ~ MARKETSLIST W/LuI{3eyeilTi® VPNSCHART ~ BITCOIN CASINOS ~ DARKNETSEARCH  QfA~ASKHERE! VIDEOS ~CONTACTUS SEARCH.. 4o}

HOME » DARK NET MARKETS COMPARISON CHART

>> Click Here for the best Bitcoin Casinos + Exclusive promo codes! <<

Dark Net Markets Comparison Chart - This chart integrates marketplace data with our hidden Dark Net Markets List ratings, along with uptime status data provided by our
monitoring system and creation dates from Gwern.net. Please Note: This chart is not comprehensive, it does not contain all dark net markets, only the established dark web

markets. For the full list of dark net markets, visit the hidden Marketplace List. Found an error in the chart? outdated data? Please contact us so we can make corrections and
updates! When contacting us, please include links to sources when needed.

ATTENTION: For maximum privacy while on the DarkWeb be sure to use a VPN with Tor. This simple software app can save your ass big time. Click here to see the best VPN's.

- Had = R Forced
Uptime Open Offers : Active - Vendor - .
Market SltJahls URL . egistl:'nﬁ on? Multisig? ?:SLI-:::E“ warnings Commission Bond a2FA v ;1(1}:%)1‘ FE Allowed? Type Ratings Created
Alphabay EEEAt  nttprispwoah7foasa Open () (] None 3.5% 200% Q @ Yes Free ik 22-12-14
u2pul.onion/registe Market ;1
r.php?aff=41211 REVIEWS)
Dream EEEDT  nttpichudifyeqma Open Q e None 4% 0258TC @ (<] Yes Market =~ ofkds | 151113
Market Idjj.onion/?ai=1675 405
J (553
REVIEWS)
valhalla EEIt  nupynalhallaxmn3f  Refonly 9 e None 2-5% 1BTC Q Q@ Yes Market =~ ik 1-10-13
(Silkkitie) ydu.onion/register/ 35
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DEEP WEB

The part most of us are familiar with. This comprises
only 10% of the total size of the internet. All sites are
indexed by search engines and are easily accessible.

Examples: Facebook, Twitter, etc
Size: ~19 TB / ~980,000,000 websites
|_argely unfiltered and cluttered

SPECIAL ACCESS ONLY AFTER THIS POINT
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DARK WEB

Examples:
I

1, medical records, lega
documents, government

Size: ~7.500 TB / Unknown numl::er of sites

Extremely well organised and fltered

100% ANONYMOUS AFTER THIS POINT

g TP [N B T Y . =

Dark Web forms
pest layer of the Deep
0. It 15 believed most of

e cantent here |

crimina

¢ Future
International Business
L Y Business School School




CYBER EXCELENCE IS A GOAL

CYBER EXCELLENCE

CYBER INTELLIGENCE CYBER SECURITY CYBER TRAINING CYBER TECHNOLOGY
UNDERSTANDING & THE ABILITY TO LESSONS LEARNED & ENABLING EFFECTIVE
KNOWLEDGE: RAPIDLY RESPOND. COLLABORATION APPLICATION
WHO, WHAT, WHEN, MONITOR, & PREVENT | IMPROVING
WHERE, HOW TOMORROW
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CYBERSECURITY IS A SHARED RESPONSIBILITY

L4
4

EU Cybersecurity Strategy:
An Open, Safe and Secure Cyberspace

Digital Agenda for Europe Justice and EU Foreign and

t

Home Affairs Security Policy
Cyber resilience

- NIS Directive (capabilities, 2. Reduce . Cyber defence
cooperation, risk management, cybercrime policy and

incident reporting) capabilities
- Raising awareness . International

()()
Fundamental rights apply both in physical and digital world
Cybersecurity depends on and contributes to protecting fundamental rights
Access for all
Democratic and efficient multi-stakeholder governance
Cybersecurity is a shared responsibility
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CYBERATTACKS READINESS: FROM FEAR TO CONFIDENCE

Insight Report

Risk and Responsibility in a
Hyperconnected World

Cyber security is not a department, but an
attitude Cyber security is often seen as
the responsibility of a department of
il i A specialist professionals. This mindset may
result in a false sense of security and lead
to the wider organization not taking
responsibility. The real challenge is to
make cyber security a mainstream
approach
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International Business

Business School School

4




CYBERATTACKS READINESS: FROM FEAR TO CONFIDENCE

aml.almmim O e T SR
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GLOBAL IMPACT CYBERSECURITY THREATS

Midyear Review: The Continuing Challenge
of Financial Services Threats

June 27 2016 | By Christopher Burgess

Looking back on the first half of 2016,
we've seen that financial services
threats have not dissipated — and
they are not anticipated to do so
anytime soon. Unfortunately,
prognosticating security threats is
about as accurate as predicting the
weather, except banks of
supercomputers do the calculations for
meteorologists, while the security
analyst is often left with reams of data,
instincts and experience. Still, experis
msd try to forecast what's on the horizon to

° ° ° be better prepared when the inevitable
issue sirikes.

Financial services threats are very real, though not limited strictly to the financial industry. Threat
predictions at the beginning of the year touched on naticn-states, organized crime, biometric security,
credit card fraud, criminal exchanges and crime within the mobile envirocnment.
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CYBERSECURITY AND CYBERRISK (DELOITTE)
Cyber Risk # Cyber Security

Cyber risk and cyber security are often used
interchangeably however they are two different concepts

Cyber security is a category of
solutions that partially address
cyber risk. Cyber security is based
on the principles of confidentiality,
integrity and availability

Cyber risk is a category of
business risks that have strategic,
operational and regulatory
implications. Cyber risk
management assesses threats,
vulnerabilities and its potential
impact to the broader organization
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CYBER THREAT LANDSCAPE ( DELOITTE)

Ideological groups

Who are the actors? Nation-state actors

Organized crime Individuals

Passwaord

Ransomware & Website theft

What techniques do wﬁ:ﬂ;‘mg doxxing compromis.
they use?

Phishing Authorized

Targeted
Counterfeit Malware ZaarEDays

Devices

N 7
ow do they get in Y
toyour o A 4 h 4 A 4 ) 4 h 4

environment? Suppliers Employees & Mobile Network Physical
& partners contractors devices Access Access

How do they INFRASTRUCTURE COMPLEXITY SECURITY OPERATIONS PROCESS /GOVERMANCE

exploit corporate Endpoint diversity Lack of Secure Supply Chain Ongoing regulatory changes
challenges? Rr_}gug devices Patching and system upgrade Inadequate change control
Co-mingled corporate f OT challenges processes
assets Physical/IT monitoring integration Lack of business risk alignment
Unpatched OT/ICS eguipment Inconsistent security controls Lack of risk-to-asset mapping
Excessive third party access Insufficient skills/staffing

What potential

impact can they P fogs Fraud or Reputation Threat to life Operational
cause? revenue loss damage or safety disruption
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MOTIVATIONS BEHIND ATTACKS

Motivations Behind Attacks
January 2016

® Cyber Crime
Hacktivism

¥ Cyber Espionage

® Cyber Warfare
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UNDERSTANDING THE THREAT

_ |- - ST
1
|
I
: . Nation state /
] Corporate staff info o —
i FPCin scope P
- ; . actor
Ty ! Organised
= : Crime /
> : Hacktivists
g ! Nation state /
-y _ Sponsored
I actor
: BIS 10 Steps
I
I .
.nt:o ; Orga.nlsed Online banking fraud
T : Crime Nation state /
o | Nation state / Espionage
. | Hacktivists
El}
> = i Espionage
-‘E b : Application layer volumetric attacks OFr’ganisged/
%- = ] Crime /
£ - Hacktivists
8 . Nation state /
g o
~ ! . e Hacktivists
g 2 : Website defacement
- |
= <) 1
< - ! Volumetric network attacks °

Defence maturity

Impacts . i @
Web services unavailable i
O Customer impact 0 Operational disruption e Loss of IP 0 D|scIosgd staff
credentials and data
o Loss of data o Market sensitive data @ Financial loss theft
. System impact
e Lower confidence in accuracy e Disclosure of customer data 9 Brand impact

of information
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CYBERTHREATS SEEK ABSOLUTE CONTROL

ATTACKS ARE MOVING
@ DOWN THE STACK

APPLICATIONS
VIRTUAL MACHINES
Cyber threats seek (Optuonal)
greater control and
opportunities further UPERATING SYSTEM

down the stack. VIRTUAL MABHINES

(Optuonal

VIRTUAL HAIIHINE MANAGER

(O ptc

FIRMWARE
HARDWARE
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7 STEPS TO IMPROVE CYBERSECURITY OPERATIONS

Identifyand outine

the course ofaction
forthe entire
Cybersecurity
organization. This
includesthevisionof
the CI0 andCISO.
Policyand strategy
mustcomplywith
higher echeion
agendes,

L4

Thesearealithe

processesthat

providesyStemswith oy ic icene primary

the continuous NSOC operationand

authorization to partofthe

operate. This implementation of

Includess@nning, Iy ste Continuous

POAMS, C&A, and  |\onitoring. This

ATO activities. involvesactive
inteligence effortsby

{correlating enterprise

informationwiththat
from external
SoUrces.

International
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4. Respond

Respondisa
triggered effort the
occurs whenever an |
incident isdetected.
Invarying cases it
mayinvoiveoneto
manypeopleto
mitigate identified
risks. Theresponse
involvesreporting to
higher echeion
agencies.

5. Recover

This isthe activity |
that happensto
restoretheenterpnse
tocomplete
functionality. During
an attack
functionalityis
degradedor
eliminated. Thisis
the activitythat
repairs affected

functionality.

Prioritizeand

Impiement
Action Pian

Createa

Target Profile

Conduct a Risk
Assessment

Orient

Createa
Current
Profile
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CYBER ECOSYSTEM- THE AWARENESS NEED

Compliance and Assurance _
Privacy and Risk Management Security
IT and Security Governance

Continues Monitoring

Threat Intelligence
Critical Infrastructure Protection

Increased speed of adoption

Heightened awareness :
Intelligence

Identity, Gredentialing, and 8

Access Management

N

v Enhanced productivity and agility

v Incident Detection and Management

v Reduced training costs P
v Turn-Key solutions with immediate ROI " '
v Group-up implementations Technology
v Offensive & Defensive

v Cyber Exercises S -
v Cyber SITT as a Services
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IMPLEMENTING A CYBER CORPORATE STRATEGY

Cyber risk governance driven by the Board and
Cyber risk strategy driven at Executive level as

an integral part of corporate strategy. Looks .
beyond technical preparedness and takes a Leadership & ]
holistic view of people, process and technolog SverDance The human factors in the
defence chain must be
strengthened as part of
a cyber risk aware
Human culture
Compliance Factors
Cyber security
collaboration to be
extended beyond
company walls to
address common Focus on risk-based
enemies mitigation, early
detection, robust
response, automation

and analytics to create
internal and external risk

Operations & < . niormat
Technology AN : transparency

A dedicated cyber
security operations

centre (SOC) to be
established, using
threat intelligence BCM / Crisis Resiliency and ability to quickly
driven approach to Management return to normal operations or
security repair damage
d 0w and a firm of the KPMG network of 12

© 2015 KPMG Services Ple. Lid. (Registration No: 200003956G), a Singap P ry
independent member firms affilialed with KPMG Inlemational Cooperalive ("KPMG Intemational”), a Swiss entity. Al rights reserved.
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CYBERINTELLINGE AND COMPLEX NETWORKS

Volume 8
Number 3 Volume 8, No. 3. Special Issue Fall

2015: Intelligence: Analysis, Tradecraft,
Training. Education, and Practical Application

Journal of Strategic Security

Article 7

The Cyber Intelligence Challenge of

Asyngnotic Networks
Edward M. Roche
Columbia Institute for Tele-Infc ion, Columbia University, emr96@columbia.edu

Michael ]. Blaine

John McCreary
Defense Intelligence Agency (ret.)

Abstract

In order to examine this type of shadowy organization, we propose a simple
framework that we call ‘Asyngnosis’. The word is constructed from Greek: a-
(not) + ovverdiitog- (conscious) + yvom- (knowledge, information); and
describes the undirected emergence of knowledge and other interconnected
pathways that form around a specific idea or activity. We would argue that an
‘Asyngnodic’ (+ Hiktvo - grid or network) (an asyngnotic network) may
describe many complex organizational activities, particularly decision-making
and operations. Decisions and strategies may be modeled as not the outcome
of a complex, structured set of discrete activities or processes, but instead as
the product of continuous (non-discrete) flows of information, ideas and
impressions (‘memes’)*s along ever-changing communication pathways tying
together individuals and organizations. Much like the pathways between
neurons in the brain, these networks are charaeterized by their constant
formation, strengthening, weakening, and disappearance based on use and
need, yet as these connections and disconnections take place, the organization
itself constantly changes.

The intelligence community is facing a new type of organization, one enabled by the world’s
information and communications infrastructure. These asyngnotic networks operate without
leadership and are self-organizing in nature. They pose a threat to national security because they
are difficult to detect in time for intelligence to provide adequate warning. Social network
analysis and link analysis are important tools but can be supplemented by application of
neuroscience principles to understand the forces that drive asyngnotic self-organization and
triggering of terrorist events. Applying Living Systems Theory (LST) to a terronist attack
provides a useful framework to identify hidden asyngnotic networks. There 15 some antecedent
work in propaganda analysis that may help uncover hidden asyngnotic networks, but

computerized SIGINT methods face a number of challenges.
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CYBERINTELLIGENCE

Hacktivism Enterprise

Cyber Critical
Espionage Infrastructure

Cyber Crime Vulnerability &
_ Exploitation

Global Threat
Intelligence

Intelligence Dissemination , 4 Client Engagement
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CHIEF SECURITY OFFICER SKILLS: NEW ROLE

ClO
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THE IMPORTANCE TO ADOPT PREVENTION MEASURES

The evolving nature of cyber threats increases the need for sound
management practices and a strong, professional risk culture in financial
institutions which can react to new threats and deliver appropriate levels
of employee awareness about new risks. Moreover, supervisors,
institutions and policymakers alike should cooperate to seek further
remedies to address cyber and IT risks. They should also consider the
use of market-wide exercises involving the industry and public authorities
to improve coordination in the face of large-scale cyber-attack. Given the
profits that organised criminals can obtain by means of fraud, industrial
espionage or sabotage, this trend will in all likelihood continue to gather
pace.
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WHEN DATA IS CRITICAL
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